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SERVICE LEVEL MANAGEMENT 
Service Level Management (SLM) negotiates, agrees and documents 

appropriate IT service  targets with representatives of the business, and 

then monitors and produces reports on the Service Provider’s ability to 

deliver the agreed level of service. 

The objectives of SLM are to: 

1. Define, document, agree, monitor, measure, report and review the 

level of IT services provided 

2. Provide and improve the relationship and communication with the 

business and customers 

3. Ensure that specific and measurable targets are developed for all IT 

services 

4. Monitor and improve customer satisfaction with the quality of 

service delivered 

5. Ensure that IT and the customers have a clear and unambiguous 

expectation of the level of service to be delivered 

6. Ensure that proactive measures to improve the levels of service 

delivered are implemented wherever it is cost-justifiable to do so. 

 

The key activities within the SLM process should include: 

1. Determine, negotiate, document and agree requirements for new or 

changed services in SLRs, and manage and review them through the 

Service Lifecycle into SLAs for operational services 

2. Monitor and measure service performance achievements of all 

operational services against targets within SLAs 

3. Collate, measure and improve customer satisfaction 

4. Produce service reports 

5. Conduct service review and instigate improvements within an 

overall Service Improvement Programme/Plan (SIP) 

6. Review and revise SLAs, service scope OLAs, contracts and any 

other underpinning agreements 

7. Develop and document contacts and relationships with the business, 

customers and stakeholders 

8. Develop, maintain and operate procedures for logging, actioning 

and resolving all complaints, and for logging and distributing 

compliments 
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9. Log and manage all complaints and compliments 

10. Provide the appropriate management information to aid performance 

management and demonstrate service achievement 

11. Make available and maintain up-to-date SLM document templates 

and standards. 

 

Key performance indicators 

Key performance indicators (KPIs) and metrics can be used to judge the 

efficiency and effectiveness of the SLM activities and the progress of the 

SIP. These metrics should be developed from the service, customer and 

business perspective and should cover both subjective and objective 

measurements such as the following. 

 Objective: 

o Number or percentage of service targets being met 

o Number and severity of service breaches 

o Number of services with up-to-date SLAs 

o Number of services with timely reports and active service 

reviews 

 Subjective: 

o Improvements in customer satisfaction. 
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Financial Management aspects 
Operational visibility, insight and superior decision-making are the core 

capabilities brought to the enterprise through the rigorous application of 

Financial Management. Just as business units accrue benefits through the 

analysis of Much like their business counterparts, IT organizations are 

increasingly incorporating Financial Management in the pursuit of: 

1. Enhanced decision-making 

2. Speed of change 

3. Service Portfolio Management 

4. Financial compliance and control 

5. Operational control 

6. Value capture and creation. 

 

Planning can be categorized into three main areas, each representing 

financial results that are required for continued visibility and service 

valuation: 

1. Operating and capital planning processes are common and fairly 

standardized, and involve the translation of IT expenditures into 

corporate financial systems as part of the corporate planning cycle. 

Beyond this, the importance of this process is in communicating 

expected changes in the funding of IT services for consideration by 

other business domains. The impact of IT services on capital 

planning is largely underestimated, but is of interest to tax and 

fixed-asset departments if the status of an IT asset changes. 

2. Demand representing the need and use of IT services. 

3. Regulatory and environmental-related planning should get its 

triggers from within the business. However, Financial Management 

should apply the proper financial inputs to the related services 

value, whether cost-based or value-based. 

 

Service valuation 

Service valuation quantifies, in financial terms, the funding sought by the 

business and IT for services delivered, based on the agreed value of those 

services. Financial Management calculates and assigns a monetary value 

to a service or service component so that they may be disseminated across 
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the enterprise once the business customer and IT identify what services 

are actually desired. 

1. Hardware and software licence costs 

2. Annual maintenance fees for hardware and software Personnel 

resources used in the support or maintenance of a service 

3. Utilities, data centre or other facilities charges 

4. Taxes, capital or interest charges 

5. Compliance costs. 

 

Variable cost dynamics: 

Variable cost dynamics (VCD) focuses on analysing and understanding 

the multitude of variables that impact service cost, how sensitive those 

elements are to variation, and the related incremental value changes that 

result. 

Below is a very brief list of possible variable service cost components 

that could be included in such an analysis: 

1. Number and type of users 

2. Number of software licences 

3. Cost/operating foot of data centre 

4. Delivery mechanisms 

5. Number and type of resources 

6. Cost of adding one more storage device 

7. Cost of adding one more end-user license. 

 

The functions and accounting characteristics that come into play are 

discussed below: 

 Service recording  

 The assignment of a cost entry to the appropriate service. Depending on 

how services 

are defined, and the granularity of the definitions there may be additional 

sub-service components 

 Cost types  
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These are higher-level expenses categories such as hardware, software, 

labour,  dministration etc. These attributes assist with reporting and 

analysing demand and usage of services and their components in 

commonly used financial terms 

 Cost classifications  

 There are also classifications within services that designate the end 

purpose of the cost.  

These include classifications such as: 

 Capital/operational – this classification addresses different 

accounting methodologies that are required by the business and 

regulatory agencies 

 Direct/indirect – this designation determines whether a cost will be 

assigned directly or indirectly to a consumer or service 

Fixed/variable – this segregation of costs is based on contractual 

commitments of time or price. The strategic issue around this 

classification is that the business should seek to optimize fixed 

service costs and minimize the variable in order to minimize 

predictability and stability 

 Cost units – a cost unit is the identified unit of consumption that is 

accounted for a particular service or service asset. 

 

Variable cost dynamics 

Variable cost dynamics (VCD) focuses on analysing and understanding 

the multitude of variables that impact service cost, how sensitive those 

elements are to variation and the related incremental value changes that 

result. 

Below is a very brief list of possible variable service cost components 

that could be included in such an analysis: 

1. Number and type of users 

2. Number of software licences 

3. Cost/operating foot of data centre 

4. Delivery mechanisms 

5. Number and type of resources 

6. Cost of adding one more storage device 

7. Cost of adding one more end-user license. 
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Capacity Management 
 

Capacity Management is a process that extends across the Service 

Lifecycle. A key success factor in managing capacity is ensuring it is 

considered during the Service Design stage. 

Capacity Management ensures that the capacity and performance of the 

IT services and systems match the evolving agreed demands of the 

business in the most cost-effective and timely manner. Capacity 

Management is essentially a balancing act: 

1. Balancing costs against resources needed: the need to ensure 

that processing Capacity that is purchased is not only cost-

justifiable in terms of business need, but also makes the most 

efficient use of those resources 

2. Balancing supply against demand: the need to ensure that the 

available supply of IT processing power matches the demands 

made on it by the business, both now and in the future; it may 

also be necessary to manage or influence the demand for a 

particular resource. 

The objectives of Capacity Management are to: 

1. Produce and maintain an appropriate and up-to-date Capacity Plan, 

which reflects the current and future needs of the business 

2. Provide advice and guidance to all other areas of the business and 

IT on all capacity- and performance related issues 

3. Ensure that service performance achievements meet or exceed all 

of their agreed performance targets, by managing the performance 

and capacity of both services and resources 

4. Assist with the diagnosis and resolution of performance- and 

capacity-related incidents and problems 

5. Assess the impact of all changes on the Capacity Plan, and the 

performance and capacity of all services and resources 

6. Ensure that proactive measures to improve the performance of 

services are implemented wherever it is cost-justifiable to do so. 

The Capacity Management process should include: 

1. Monitoring patterns of business activity and service level plans 

through performance, utilization and throughput of IT services and 
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the supporting infrastructure, environmental, data and applications 

components and the production of regular and ad hoc reports on 

service and component capacity and performance 

2. Undertaking tuning activities to make the most efficient use of 

existing IT resources 

3. Understanding the agreed current and future demands being made 

by the customer for IT resources and producing forecasts for future 

requirements 

4. Influencing demand management, perhaps in conjunction with 

Financial Management 

5. Producing a Capacity Plan that enables the Service Provider to 

continue to provide services of the quality defined in SLAs and that 

covers a sufficient planning timeframe to meet future service levels 

required as defined in the Service Portfolio and SLRs 

6. Assistance with the identification and resolution of any Incidents 

and Problems associated with service or component performance 

7. The proactive improvement of service or component performance 

wherever it is cost-justifiable and meets the needs of the business. 

 

Component Capacity Management 

The focus in this sub-process is the management, control and prediction 

of the performance, utilization and capacity of individual IT technology 

components Management is focused on the IT infrastructure that 

underpins service provision. 

 The Capacity Management Information System (CMIS): 

 holds the information needed by all sub-processes within Capacity 

Management.  

 The Capacity Plan: 

 used by all areas of the business and IT management and is acted on by 

the IT Service Provider and senior management of the organization to 

plan the capacity of the IT infrastructure  

 Service performance information and reports: 

 Used by many other processes. For example, the Capacity Management 

process assists Service Level Management with the reporting and 
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reviewing of service performance and the development of new SLRs or 

changes to existing SLAs. 

 Workload analysis and reports:  

used by IT operations to assess and implement changes in conjunction 

with Capacity Management to schedule or re-schedule when services or 

workloads are run, 

 Ad hoc capacity and performance reports: 

 used by all areas of Capacity Management, IT and the business to 

analyse and resolve service and performance issues 

 Forecasts and predictive reports: 

 used by all areas to analyse, predict and forecast particular business and 

IT scenarios and their potential solution 

 Thresholds, alerts and events. 

Additional detailed guidance can be found in the Service Design 

publication. 
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Continuity Management 
IT Service Continuity Management is the part of ITIL practice that 

evaluates the level of insurance we need to protect service assets and a 

manuscript to recover from a disaster. 

The goal of ITSCM is to support the overall Business Continuity 

Management process by ensuring that the required IT technical and 

service facilities (including computer systems, networks, applications, 

data repositories, telecommunications, environment, technical support 

and Service Desk) can be resumed within required, and agreed, business 

timescales. 

The objectives of ITSCM are to: 

 Maintain a set of IT Service Continuity Plans and IT recovery plans 

that support the overall Business Continuity Plans (BCPs) of the 

organization 

 Complete regular Business Impact Analysis (BIA)exercises to 

ensure that all continuity plans are maintained in line with 

changing business impacts and requirements Conduct regular risk 

assessment and management exercises in conjunction particularly 

with the business and the Availability Management and Security 

Management processes that manages IT services within an agreed 

level of business risk 

 Provide advice and guidance to all other areas of the business and 

IT on all continuity- and recovery-related issues 

 Ensure that appropriate continuity and recovery mechanisms are 

put in place to meet or exceed the agreed business continuity 

targets 

 Assess the impact of all changes on the IT Service Continuity Plans 

and IT recovery plans 

 Ensure that proactive measures to improve the availability of 

services are implemented wherever it is cost-justifiable to do so 

 Negotiate and agree the necessary contracts with suppliers for the 

provision of the necessary recovery capability to support all 

continuity plans in conjunction with the Supplier Management 

process. 
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The ITSCM process includes: 

1. The agreement of the scope of the ITSCM process and the policies 

adopted 

2. Business Impact Analysis (BIA) to quantify the impact that loss of 

IT service would have on the business 

3. Risk analysis – the risk identification and risk assessment to 

identify potential threats to continuity and the likelihood of the 

threats becoming reality. This also includes taking measures to 

manage the identified threats where this can be cost-justified 

4. Production of an overall ITSCM strategy that must be integrated 

into the BCM strategy. This can be produced following the two 

steps identified above and is likely to include elements of risk 

reduction as well as selection of appropriate and comprehensive 

recovery options 

5. Production of ITSCM plans, which again must be integrated with 

the overall BCM plans 

6. Testing of the plans 

7. The ongoing operation and maintenance of the plans. 

Service continuity is implemented and managed in four stages : 

 Initiation  

 Policy setting, defining scope and terms of reference, project planning 

and resource allocation 

 Requirements and strategy  

 Business impact analysis, risk assessment 

 Implementation  

 Executing risk reduction measures recovery option arrangements, 

testing the plans 

 Ongoing operation  

 Education and awareness,change control of ITSCM plans, ongoing 

testing. 
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Availability Management 
 

Availability Management is the window of service quality to a business 

customer. A Service Provider who does not apply solid practices to AM 

and who cannot offer reliable, stable service availability will never have 

a customer’s loyalty. 

The objectives of Availability Management are to: 

 Produce and maintain an appropriate and up-to-date Availability 

Plan that reflects the current and future needs of the business 

 Provide advice and guidance to all other areas of the business and 

IT on all availability-related issues 

 Ensure that service availability achievements meet or exceed all of 

their agreed targets, by managing serviceand resource-related 

availability performance 

 Assist with the diagnosis and resolution of availabilityrelated 

Incidents and Problems 

 Assess the impact of all changes on the Availability Plan and the 

performance and capacity of all services and resources 

 Ensure that proactive measures to improve the availability of 

services are implemented wherever it is cost-justifiable to do so 

 

The Availability Management process should include: 

 

1. Monitoring of all aspects of availability, reliability and 

maintainability of IT services and the supporting components, 

with appropriate events, alarms and escalation, with automated 

scripts for recovery 

2. Maintenance of a set of methods, techniques and calculations for 

all availability measurements, metrics and reporting 

3. Assistance with risk assessment and management activities 

4. Collection of measurements, analysis and production of regular 

and ad hoc reports on service and component availability 
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5. Understanding the agreed current and future demands of the 

business for IT services and their availability 

6. Influencing the design of services and components to align with 

business needs 

7. Producing an Availability Plan that enables the Service Provider to 

continue to provide and improve services in line with availability 

targets defined in SLAs and to plan and forecast future availability 

levels required as defined in SLRs 

8. Maintaining a schedule of tests for all resilient and failover 

components and mechanisms 

9. Assistance with the identification and resolution of any Incidents 

and Problems associated with service or component unavailability 

10. Proactive improvement of service or component availability 

wherever it is cost-justifiable and meets the needs of the business. 

The Availability Management process  has two key elements: 

 Reactive activities:   

the reactive aspect of Availability Management involves the monitoring, 

measuring, 

analysis and management of all events, Incidents and Problems involving 

unavailability. These activities are principally involved within operational 

roles 

 Proactive activities:  

 the proactive activities of Availability Management involve the proactive 

planning, design and improvement of availability. 

These activities are principally involved within design and planning roles. 

Availability Management is completed at two interconnected levels: 

 Service availability: 

 involves all aspects of service availability and unavailability and the 

impact of component availability, or the potential impact of component 

unavailability on service availability 

 Component availability:  
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involves all aspects of component availability and unavailability. 

Designing for availability The level of availability required by the business 

influences the overall cost of the IT service provided. In general, the 

higher the level of availability required by the business the higher the 

cost. These costs are not just the procurement of the base IT technology 

and services required to underpin the IT infrastructure. Additional costs 

are incurred in providing the appropriate service management 

processes, systems management tools and high availability solutions 

required to meet the more stringent availability requirements. 
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Security Management 
 

Information security is a management activity within the corporate 

governance framework, which provides the strategic direction for 

security activities and ensures objectives are achieved. It further ensures 

that that the information security risks are appropriately managed and 

enterprise information resources are used responsibly.  

The purpose of ISM is to provide a focus for all aspects of IT security and 

manage all IT security activities. 

The term ‘information’ is used as a general term and includes data 

stores, databases and metadata. 

 The objective of information security is to protect the interests 

of those relying on information, and the systems and communications 

that deliver the information, from harm resulting from failures of 

availability, confidentiality and integrity. 

For most organizations, the security objective is met when: 

1. Information is available and usable when required, and the 

systems that provide it can appropriately resist attacks and 

recover from or prevent failures (availability) 

2. Information is observed by or disclosed to only those who have a 

right to know (confidentiality) Information is complete, accurate 

and protected against unauthorized modification (integrity)  

3. Business transactions as well as information exchanges between 

enterprises, or with partners, can be trusted (authenticity and 

non-repudiation) ISM activities should be focused on and driven 

by an overall Information Security Policy and a set of underpinning 

specific security policies. The policy should have the full support of 

top executive IT management and ideally the support and 

commitment of top executive business management. The policy 

should cover all areas of security, be appropriate, meet the needs 

of the business and should include: 

1. An overall Information Security Policy 

2. Use and misuse of IT assets policy 
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3. An access control policy 

4. A password control policy 

5. An e-mail policy 

6. An internet policy 

7. An anti-virus policy 

8. An information classification policy 

9. A document classification policy 

10. A remote access policy 

11. A policy with regard to supplier access of IT services, 

information and components 

12. An asset disposal policy. 

The five elements within an Information Security Management System 

(ISMS) framework are: 

1. Control 

The objectives of the control element of the ISMS are to: 

 Establish a management framework to initiate and manage 

information security in the organization 

 Establish an organization structure to prepare, approve and 

implement the information security policy 

 Allocate responsibilities 

 Establish and control documentation 

 

2. Plan 

The objective of the plan element of the ISMS is to devise and 

recommend the appropriate security measures, based on an 

understanding of the requirements of the organization. 

The requirements will be gathered from such sources as business and 

service risk, plans and strategies, SLAs and OLAs and the legal, moral and 

ethical responsibilities for information security. Other factors, such as 

the amount of funding available and the prevailing organization culture 

and attitudes to security, must be considered. 
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3. Implement 

The objective of the implementation element of the ISMS is to ensure 

that appropriate procedures, tools and controls are in place to underpin 

the Information Security Policy. 

Amongst the measures are: 

o Accountability for assets – Configuration Management and 

the CMS are invaluable here 

o Information classification – information and repositories 

should be classified according to the sensitivity and the 

impact of disclosure The successful implementation of the 

security controls and measures is dependent on a number 

of factors: 

o The determination of a clear and agreed policy integrated 

with the needs of the business 

o Security procedures that are justified, appropriate and 

supported by senior management 

o Effective marketing and education in security requirements 

o A mechanism for improvement 

 

4. Evaluation 

The objectives of the evaluation element of the ISMS are to: 

o Supervise and check compliance with the security policy 

and security requirements in SLAs and OLAs 

o Carry out regular audits of the technical security of IT 

systems 

o Provide information to external auditors and regulators, if 

required 

5. Maintain  

The objectives of this maintain element of the ISMS are to: 

 Improve on security agreements as specified in, for example, 

SLAs and OLAs 

 Improve the implementation of security measures and controls 

 This should be achieved using a PDCA (Plan-DoCheck-Act) 

cycle, which is a formal approach suggested by ISO 27001 for 
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the establishment of the ISMS or Framework. This cycle is 

described in more detail in the Continual Service Improvement 

publication. 

The choice of measures will depend on the importance attached to the 

information: 

 Preventive:  

security measures are used to prevent a security incident from 

occurring. The best-known example of preventive measures is the 

allocation of access rights to a limited group of authorized people. 

 Reductive:  

further measures can be taken in advance to minimize any possible 

damage that may occur. 

Familiar examples of reductive measures are making regular backups 

and the development, testing and maintenance of contingency plans 

 Detective: 

 if a security incident occurs, it is important to discover it as soon as 

possible – detection. A familiar example of this is monitoring, linked to 

an alert procedure. Another example is virus-checking software  

 Repressive:  

measures are then used to counteract any continuation or repetition of 

the security incident. For example, an account or network address is 

temporarily blocked after numerous failed attempts to log on or the 

retention of a card when multiple attempts are made with a wrong PIN 

number  

 Corrective: 

 damage is repaired as far as possible using corrective measures. For 

example, corrective measures include restoring the backup, or returning 

to a previous stable situation (roll-back, back-out). Fallback can also 

been seen as a corrective measure. 


