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asset Typical attributes include:  
    Unique identifier 

CI type 
Name/description 
Version (e.g. file, build, baseline, release) 
Location 
Supply date 
Licence details, e.g. expiry date 
Owner/custodian 
Status 
Supplier/source 
Related document masters 
Related software masters 
Historical data, e.g. audit trail 
Relationship type 
Applicable SLA. 

 

Value to business (problem management ) 
Problem Management works together with Incident 
Management and Change Management to ensure that IT 
service availability and quality are increased. When 
incidents are resolved, information about the resolution is 
recorded. Over time, this information is used to speed up 
the resolution time and identify permanent solutions, 
reducing the number and resolution time of incidents. This 
results in less downtime and less disruption to business 
critical systems. 

 

The information needed for each incident is likely to 
include: 

Unique reference number 
Incident categorization (often broken down into 
between two and four levels of sub-categories) 
Incident urgency 
Incident impact 
Incident prioritization 
Date/time recorded 
Name/ID of the person and/or group recording the 
incident 
Method of notification (telephone, automatic, e-mail, 
in person, etc.) 
Name/department/phone/location of user 
Call-back method (telephone, mail, etc.) 
Description of symptoms 
Incident status (active, waiting, closed, etc.) 
Related CI 



Support group/person to which the incident is 
allocated 
Related problem/Known Error 
Activities undertaken to resolve the incident 
Resolution date and time 
Closure category 
Closure date and time 

Scope of  Asset Management covers  

service assets across the whole 
service lifecycle. It provides a complete inventory of assets 
and who is responsible for their control. It includes: 

Full lifecycle management of IT and service assets, 
from the point of acquisition through to disposal 

Maintenance of the asset inventory. 

 

The goals of Configuration Management are to: 
 

objectives and requirements 
Support efficient and effective Service Management 

processes by providing accurate configuration 
information to enable people to make decisions at the 
right time, e.g. to authorize change and releases, 
resolve incidents and problems faster. 

Minimize the number of quality and compliance issues 
caused by improper configuration of services and 
assets 

Optimize the service assets, IT configurations, 
capabilities and resources. 

 

Changes should be managed to: 
Optimize risk exposure (supporting the risk profile 

required by the business) 
Minimize the severity of any impact and disruption 
Be successful at the first attempt. 

 

The purpose of the Change Management process is to 
ensure that: 

Standardized methods and procedures are used for 
efficient and prompt handling of all changes 

All changes to service assets and configuration items 
are recorded in the Configuration Management System 

Overall business risk is optimized. 
The goals of Change Management are to: 

business 
requirements while maximizing value and reducing 
incidents, disruption and re-work 

Respond to the business and IT requests for change 
that will align the services with the business needs. 



 

Change can be defined in many ways. The definition of a 
service change is: 

 
planned or supported service or service component 

 

 

Incident Models 
Many incidents are not new  they involve dealing with 
something that has happened before and may well 
happen again. For this reason, many organizations will 
find it helpful to pre-  
and apply them to appropriate incidents when they occur. 
An Incident Model is a way of pre-defining the steps that 
should be taken to handle a process (in this case a process 
for dealing with a particular type of incident) in an agreed 
way. Support tools can then be used to manage the 

 
are handled in a pre-defined path and within pre-defined 
timescales. 
Incidents which would require specialized handling can be 
treated in this way (for example, security-related incidents 
can be routed to Information Security Management and 
capacity- or performance-related incidents that would be 
routed to Capacity Management. 
The Incident Model should include: 

The steps that should be taken to handle the incident 
The chronological order these steps should be taken 

in, with any dependences or co-processing defined 
Responsibilities; who should do what 
Timescales and thresholds for completion of the 

actions 
Escalation procedures; who should be contacted and 

when 
Any necessary evidence-preservation activities 

(particularly relevant for security- and capacity-related 
incidents). 
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Incident models 
Many incidents are not new – they involve dealing with 
something that has happened before and may well 
happen again. For this reason, many organizations will 
 
find it helpful to pre-define standard Incident models – 
and apply them to appropriate Incidents when they occur. 
An Incident model is a way of pre-defining the steps that 
should be taken to handle a process (in this case a process 
for dealing with a particular type of incident) in an agreed 
way. Support tools can then be used to manage the 
required process. This will ensure that standard incidents 
are handled in a pre-defined path and within pre-defined 
timescales. 
The Incident model should include: 
_ Steps that should be taken to handle the Incident 
_ Chronological order these steps should be taken in, 
with any dependences or co-processing defined 
_ Responsibilities; who should do what 
_ Timescales and thresholds for completion of the 
actions 
_ Escalation procedures; who should be contacted and 
when 
_ Any necessary evidence-preservation activities 
(particularly relevant for security- and capacity-related 
incidents). 
The models should be input to the Incident-handling 
support tools in use and the tools should then automate 
the handling, management and escalation of the process. 
The Incident Management process is shown in Figure 7.2. 
Incident logging 
All incidents must be fully logged and date/time stamped, 
regardless of whether they are raised through a Service 
Desk telephone call or whether automatically detected via 
an event alert. 
Incident categorization 
Part of the initial logging must be to allocate suitable 
Incident categorization coding so that the exact type of 
the call is recorded. This will be important later when 
looking at Incident types/frequencies to establish trends 
for use in Problem Management, Supplier Management 
and other ITSM activities. 
Incident prioritization 
Prioritization can normally be determined by taking into 
account both the urgency of the Incident (how quickly the 
business needs a resolution) and the level of impact it is 
causing. An indication of impact is often (but not always) 
the number of users being affected. In some cases, and 
very importantly, the loss of service to a single user can 
have a major business impact. 
Initial diagnosis 
If the incident has been routed via the Service Desk, the 
Service Desk Analyst must carry out initial diagnosis, 
typically while the user is still on the telephone – if the 
call is raised in this way – to try to discover the full 



symptoms of the Incident and to determine exactly what 
has gone wrong and how to correct it. It is at this stage 
that diagnostic scripts and known error information can be 
most valuable in allowing earlier and accurate diagnosis. 
Incident escalation 
Functional escalation – As soon as it becomes clear that 
the Service Desk is unable to resolve the incident itself (or 
when target times for first-point resolution have been 
exceeded – whichever comes first!) the incident must be 
immediately escalated for further support. 
Hierarchic escalation – If incidents are of a serious nature 
(for example Priority 1 incidents) the appropriate IT 
managers must be notified, for informational purposes at 
least. Hierarchic escalation is also used if the ‘Investigation 
and Diagnosis’ and ‘Resolution and Recovery’ steps are 
taking too long or proving too difficult. Hierarchic 
escalation should continue up the management chain so 
that senior managers are aware and can be prepared and 
take any necessary action, such as allocating additional 
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